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Wireshark (formerly “Ethereal”) has become the de facto 
industry standard open source product for network analysis, 
troubleshooting and security. Downloaded by over one-half 
million IT professionals worldwide every month, Wireshark 
has proven to be a necessary tool for locating the cause of 
network performance issues and identifying security 
breaches. In addition, Wireshark is used in worldwide multi-
vendor training programs to visualize network communication 
processes.  
 

 
 
The Wireshark Certification Exam (“Exam”) was designed to 
confirm individual competencies in using Wireshark to locate 
the cause of network problems (poor performance or 
security-related) and confirm your knowledge of TCP/IP 
network communications in general.  
 
The Exam is based on the Wireshark University courses 
Core 1-Analyzing TCP/IP Networks with Wireshark and Core 
2-Troubleshooting and Securing TCP/IP Networks with 
Wireshark. See the “Exam Focus and Content” section for 
details on these classes. 
 
The Exam consists of multiple choice, free form answer and 
lab-based exam questions offered online in a virtual desktop 
environment. 
 
 

 

500,000 
With over 500,000 downloads per 
month, Wireshark has become the 
de facto standard network 
analyzer. 
 

300 
There are over 300 developers 
who have worked to build 
Wireshark into the world’s most 
popular open source analyzer 
 

0 
Wireshark costs nothing – it is an 
open source multi-platform 
analyzer available at 
www.wireshark.org. 
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The Exam is referred to as the Wireshark Certification 
Exam™ (or “Exam” herein). The individual taking the Exam is 
referred to as the Exam Candidate (or “Candidate” herein). 
Successful Exam completion achieves the designation of 
Wireshark Certified Network Analyst™. The voucher required 
to access the Exam is referred to as the Wireshark 
Certification Exam Voucher (or “Exam Voucher” herein). 

VLabSource Exam Environment 
VLabSource provides the Exam platform in a virtual 
environment that includes a desktop supporting the Exam 
question interface, Wireshark and an Exam review area. 
During the Exam you are prompted to answer a series of 
multiple-choice and lab-based exam questions. You are 
provided with numerous trace files that may relate directly to 
the Exam question or may be used for research during the 
Exam.  
 

 
 
All trace files and exam questions used during the Exam are 
copyrighted by Wireshark University and may not be 
downloaded, distributed or released in any form by the Exam 
Candidate. Failure to comply with the Wireshark Certification 
Exam non-disclosure agreement will result in an immediate 
failing score and ineligibility toward further Exam 
registrations. 

Register for the Wireshark Certification Exam 
In order to access the Exam, you must (a) register an Exam 
Account at wsu.vlabsource.com and (b) obtain a Wireshark 
Certification Exam Voucher (“Exam Voucher”).  
 
Exam Vouchers may be purchased through Wireshark 
University (www.wiresharkU.com) or VLabSource 
(wsu.vlabsource.com) and are included with the Core 2-
Troubleshooting and Securing TCP/IP Networks with 
Wireshark Student purchase. 
 
 

 
Online, Virtual 
Test Environment 
In order to accommodate 
Wireshark’s globally-distributed 
user base, the Wireshark Certified 
Network Analyst Exam is 
administered on the Internet 
through VLabSource.  
 

Order your Test 
Voucher Today 
Test vouchers are required to take 
the Wireshark Certified Network 
Analyst Exam. Vouchers may be 
purchased online at Wireshark 
University or VLabSource  
 
       www.wiresharkU.com 
       wsu.vlabsource.com 
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Step-by-Step Exam Registration 
The following instructions provide details on VLabSource 
registration, obtaining a voucher and accessing the Exam. 
 
Step 1:Register at VLabSource  
 Visit wsu.vlabsource.com and register for a 

VLabsource Exam Account. Follow the instructions 
sent via email to activate your Exam Account. 

 
Step 2:Obtain an Exam Voucher  
 You must have a VLabSource Exam Voucher to take 

the Exam. Purchase an Exam Voucher from 
Wireshark University or VLabSource or obtain a 
Voucher from the Core 2: Troubleshooting and 
Securing TCP/IP Networks with Wireshark course kit. 

 
Step 3: Take the Exam Now  
 If you are ready to take the Exam at this time, access 

wsu.vlabsource.com and click Login to provide your 
registration credentials and your Voucher Number. 
Once your Voucher Number is validated, you may 
access the Exam. Refer to the Test Drive video for 
details on the virtual environment set up and login 
procedure. 

 
 or Take the Exam Later  
 If you are not ready to take the Exam at this time, at a 

later date (up to one year from registering for your 
VLabSource Exam account) access 
wsu.vlabsource.com and click Login. Enter your 
VLabSource registration credentials and your 
Voucher Number. Once your Voucher Number is 
validated, you may access the Exam. 

 

Exam Pricing 
The Exam Voucher costs US $299 and is not subject to the 
discounts and coupon codes that may be provided with other 
Wireshark University products. The Exam Voucher is non-
refundable and non-returnable and Exam Vouchers will not 
be replaced in case of loss, theft or destruction. 
 

Pass/Fail Grading 
Passing scores are set by using statistical analysis and are 
subject to change. At the completion of the Exam, 
Candidates receive a score report along with a score 
breakout by Exam section. Wireshark University does not 
publish Exam passing scores because Exam questions and 
passing scores are subject to change without notice. 

Watch the Exam 
Process 
Visit VLabSource.com to view a 
test drive video of the registration 
process, virtual environment 
preparation procedures, Exam 
login process  and online Exam 
process.  
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Question Formats 
There are three forms of questions in the Wireshark 
Certification Exam – multiple choice, free-form and lab-
based.  

·  Multiple Choice Questions 
Multiple-choice questions offer three or more potential 
answers. Only one answer is deemed correct and 
Candidates are limited to a single answer on all 
multiple choice questions.  

·  Free-Form Questions 
Free-form questions require a typed answer that may 
be in numerical format (e.g., “11.111111”) or Exam 
string (e.g., “tcp”). In the case of numerical answers, a 
correctly-formatted sample is provided. Incorrect 
formatting of answers may cause responses to be 
marked wrong.  

·  Lab-Based Questions 
Lab-based questions consist of a question and a 
referenced trace file. The trace file is available in the 
given trace file directory on the virtual desktop. 
Candidates will launch Wireshark in the virtual 
environment and open the referenced trace file to 
answer the question. Loading the incorrect trace file 
and answering the question using the incorrect trace 
file may cause responses to be marked wrong.  
 

In Case of Test Problems or Questions 
If you have questions regarding the certification process or 
your certification status, contact Wireshark University at 
certification@wiresharktraining.com or call +1 408-378-7841. 
 
If you have questions regarding the VLabSource testing 
engine or the Exam procedure online, contact VLabSource at 
support@vlabsource.com or visit wsu.vlabsource.com. 

Test Retake Procedure 
If you have failed the Exam, you must wait five (5) business 
days before retaking the Exam. You must purchase another 
voucher to retake the Exam. Only three (3) exams with the 
same Exam identification number may be taken per calendar 
year.  
 
 

Test Questions 
The Wireshark Certified Network 
Analyst Exam consists of multiple 
choice (single answer), free form 
and lab-based Exam questions. 
 

Pass/Fail Details 
Upon completion of the Exam, 
candidates receive a score report.  
 

Certification 
Agreement 
Upon successful completion of the 
Wireshark Certified Network 
Analyst Exam, candidates must 
sign and submit the Wireshark 
University Certification Agreement. 
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Frequently Asked Questions (FAQ) 
For more information on the Wireshark Certification Exam, 
visit www.wiresharkU.com/certification or 
wsu.vlabsource.com. 

Do I need an Exam Voucher to take the Exam?  
Yes. You must have a valid Exam voucher to take the 
Wireshark Certified Network Analyst Exam.  

Where can I purchase Exam Vouchers? 
Purchase Exam Vouchers through Wireshark University 
(www.wiresharkU.com) or VLabSource 
(wsu.vlabsource.com). One (1) free lab voucher is included in 
the Core 2-Troubleshooting and Securing TCP/IP Networks 
with Wireshark Student Kit. For information on this course, 
visit www.wiresharkU.com or refer to the Exam Preparation 
section in this document. 

How do I register for the Wireshark Certification 
Exam? 
See “Step-by-Step Exam Registration” on page 3. 

Can I take the Exam at the same time I register? 
See “Step-by-Step Exam Registration” on page 3. View the Test 
Drive video at wsu.vlabsource.com. 

How long does the Exam take?  
Candidates are provided two (2) hours to complete the Exam. 
An Exam timer indicates the remaining Exam time. A 
question counter indicates the number of questions answered 
and total number of questions in the Exam. A Review Test 
option allows you to mark questions for review and revisit all 
questions and answers in the Exam. You may skip questions 
during the Exam, but it is recommended you complete each 
question before submitting your Exam for grading. 
Unanswered questions are marked incorrect. 

Is the Exam in English only?  
Currently the Exam is only available in English.  

I have lost my voucher. What should I do? 
Vouchers are non-refundable and not replaced in case of 
loss, theft, destruction or other act that makes the Exam 
Voucher unusable. 

 
Prepare for the 
Exam 
Refer to the “Exam Preparation” 
section for details on the Exam 
focus and training options.  
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What if I lose my connection during the Exam?   
If you lose your connection during the Exam, log in again to 
the wsu.vlabsource.com server as soon as you have 
connectivity again. Your Exam timer continues to count 
down, but your Exam status is retained. If you lose 
connection for an extended amount of time, send email to 
support@vlabsource.com to resolve the situation.  

What do I get when I pass my Exam? 
After a candidate passes the Exam required for certification 
and signs the required agreements, Wireshark University will 
send a Wireshark University Certification certificate 
identifying the candidate's Wireshark University Certification 
ID and valid certification dates. Allow 3-5 business days for 
electronic certificates and 6-8 weeks from the date the 
certificate was mailed for printed certificates.  
 
Certified candidates are authorized to use the appropriate 
Wireshark University Certification logos indicating 
certification status. Prior to use, they must read and 
acknowledge the Wireshark University Certification Logo 
Agreement.  

Who delivers the Exam? 
The Exam is delivered by VLabSource. VLabSource 
harnesses the power of PC virtualization to deliver on-
demand virtual labs that put training, certification, software 
Exam and product evaluations at your fingertips. Discover 
how VLabSource's Virtually Hosted Infrastructure can reduce 
hardware and software costs, minimize training time and 
costs and increase sales force effectiveness. For more 
information, visit www.vlabsource.com. 

How long is my certification valid?  
Wireshark Certified Network Analyst status is valid for two (2) 
years from the successful completion of the Exam. Additional 
training and testing qualifications will be required to maintain 
a current certified status.  

How do I prepare for the certification exam? 
Refer to the “Exam Preparation” section next for details on 
Exam preparation. 

 
Certification 
Advantages 
Upon successful completion of the 
Wireshark Certified Network 
Analyst Exam and completion of 
the required agreements, receive 
your Wireshark Certified Network 
Analyst certificate and 
authorization to use the Wireshark 
University Certified logos.  
 
 
 

 
 

Certification 
Advantages 
Upon successful completion of the 
Wireshark Certified Network 
Analyst Exam and completion of 
the required agreements, receive 
your Wireshark Certified Network 
Analyst certificate and 
authorization to use the Wireshark 
University Certified logos.  
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Exam Preparation 
The Wireshark Certified Network Analyst Exam focuses on 
TCP/IP communications analysis, methods for using 
Wireshark to identify the cause of network problems, and the 
evidence that a network is under reconnaissance or a host 
has been breached. The Exam is based on the following two 
Wireshark University courses. 
 
Visit www.wiresharkU.com/certification for details on course 
content. 

Core 1: Analyzing TCP/IP Networks with 
Wireshark™  
In this lab-based course, students discover effective 
Wireshark operations and packet-level TCP/IP 
communications by examining both properly-performing and 
badly-performing networks as they prepare for the Wireshark 
Certification Exam. Approximately 50% of the student’s time 
will be spent learning the basic through advanced features of 
Wireshark, the world's most popular open source analyzer. 
The remaining time students focus on reviewing both the 
normal and abnormal communication patterns of the TCP/IP 
suite and most common applications, including DHCP, DNS, 
FTP, Telnet, HTTP, POP, and SMTP. With a strong 
emphasis on hands-on lab exercises and real-world case 
studies, this course teaches skills that can be used 
immediately following the class.  

Core 2: Troubleshooting and Securing TCP/IP 
Networks with Wireshark™  
In this lab-based course, students gain the skills required to 
effectively troubleshoot and secure a TCP/IP network by 
analyzing network traffic with Wireshark as they prepare for 
the Wireshark Certification Exam. Half of the student’s class 
time learning techniques to analyze traffic on poorly 
performing TCP/IP networks using the world's most popular 
open source analyzer, Wireshark. The remaining time, 
students learn to identify reconnaissance processes on the 
network and indications that a host is compromised. With the 
strong emphasis on hands-on lab exercises and real-world 
case studies in this course, students gain skills they can use 
immediately following the class. On the last day of class, 
students review Wireshark functionality, TCP/IP 
troubleshooting, and security in preparation for the Wireshark 
Certification Exam. 
 

 
Wireshark 
Courses 
The Exam is based on Wireshark 
University’s CORE 1 and CORE 2 
courses.  
 
Course details can be found at: 
www.wiresharkU.com/certification 
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Training Partners 
The Wireshark University courses are available in both self-
paced and instructor-led format through the following 
companies: 
 

Self-Paced Training 
 
Wireshark University 
www.wiresharkU.com 
Wireshark University was founded in 2007 to provide 
training on Wireshark for troubleshooting, security 
and optimization. Wireshark University offers four 
self-paced DVD courses to prepare you for the 
Wireshark Certification Exam. For more information, 
visit www.wiresharkU.com. 
 
Chappell University 
www.chappellU.com 
Chappell University was founded in 2009 to provide 
affordable, dynamic, on-demand training on a variety 
of troubleshooting and security topics relevant to the 
IT industry. Chappell University (LCU) courses are 
delivered online anytime, anywhere. With over 200 
video-based course modules covering network 
performance, analysis, troubleshooting and security, 
LCU offers training that is updated and constantly 
changing to meet the current hot topics. 

Instructor-Led Training – North America 
  
 Global Knowledge - North America 
 www.globalknowledge.com 

Global Knowledge is the worldwide leader in IT and 
business training. Global Knowledge delivers training 
via training centers, private facilities, and the Internet, 
enabling customers to choose when, where, and how 
they want to receive training programs and learning 
services. 

 

 
Choose 
Instructor-Led or 
Self-Paced 
Courses 
Refer to the “Exam Topics” section 
for details on the skills required to 
successfully complete the 
Wireshark Certification Exam. 
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Customized Onsite Training 
 

Wireshark University 
www.wiresharkU.com 
Wireshark University was founded in 2007 to provide 
training on Wireshark for troubleshooting, security 
and optimization. Customized onsite courses can be 
arranged to train multiple students at one time at your 
location, using your network details and design. For 
more information on customized onsite courses, email 
info@wiresharktraining.com or call +1 408-378-7841. 

International Training Partners 
 
 SCOS Software bv - Europe 
 www.scos.nl 

Polarisavenue 53 
2132 JH Hoofddorp 
The Netherlands 
Email: info@wiresharkeurope.eu 
Phone: 0031 (0)23 568 5615 
Fax: 0031 (0)23 562 1072  
 
Procyon Networks bv – Europe  
www.procyon.nl  
Anna Blamanstraat 8 
5803 AW Venray 
The Netherlands 
Email: info@wiresharkeurope.eu 
Phone: 0031 (0)478 568 568 
Fax: 0031 (0)478 568 553 
 

 
[For an updated list of Wireshark University International 
Training Partners, visit www.wiresharkU.com.] 
 

International 
Training Partners 
Wireshark University partners with 
various training organizations to 
offer courses globally.  
 
Contact an International Training 
Partner listed herein or contact 
info@wiresharktraining.com for 
assistance. 
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Exam Topics 
The Wireshark Certification Exam is based on Wireshark 
University’s Core 1 and Core 2 courses and validates 
knowledge and skills in the following areas: 
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Exam Focus 
The Wireshark Certification Exam 
focuses on your knowledge of 
Wireshark functionality, but the key 
emphasis is on understanding and 
interpreting TCP/IP 
communications, indications of 
poor network performance and 
their causes and suspicious traffic 
patterns and. 
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Need More Information? 
 
For more information on the Wireshark Certification Exam, 
please visit ww.wiresharkU.com/certification or contact us 
directly.  
 
 Wireshark University 
 info@wiresharktraining.com 
  
 5339 Prospect Road, #343 
 San Jose, CA 95129 
 USA 
 
 Phone: +1 408-378-7841 
 Fax: +1 408-387-7891 
 
 
 

 
Wireshark 
University 
Wireshark University was founded 
in 2007 to develop and deliver 
training on network analysis, 
troubleshooting, security and 
optimization using Wireshark  
 
The Wireshark Certification Exam 
is designed to target individuals 
who can demonstrate their abilities 
in these areas. 
 
 

 
 


